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TECHNIQUE FOR PREFIX LIMIT EXCHANGE FOR ROUTE ADVERTISEMENT 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This patent application claims priority to U.S. Provisional 
Patent Application No. 60/474,014, filed May 29, 2003, which is 
hereby incorporated by reference herein in its entirety. 

FIELD OF THE INVENTION 

The present invention relates generally to computer and 
communications networks and, more particularly, to a technique 
for prefix limit exchange for route advertisement. 

BACKGROUND OF THE INVENTION 

Routing is the act of moving information across a network 
from a source to a destination. In a complex network such as 
the Internet, information is typically relayed by a plurality of 
network elements located between the source and the destination. 
In order to achieve a fluent and efficient flow of information, 
it is crucial for these network elements to communicate and 
cooperate with one another. 

A number of network protocols have been proposed and/or 
implemented to ensure proper communication and cooperation among 
network elements. For example. Border Gateway Protocol (BGP) is 
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a routing protocol for exchanging network reachability 
information between neighboring gateways in different autonomous 
systems. For each autonomous system, there may be one or more 
network elements, known as "BGP speakers", that carry out the 
functions of receiving routes, storing routes, modifying routes 
and advertising routes to their counterparts in other autonomous 
systems. Due to certain limitations (e.g., system resource 
capacity) , there is typically provisioned a maximum number of 
routes (i.e., "prefixes") that can be handled by a BGP speaker. 
Such maximum number may be referred to as a "prefix limit". 

In current practice, if the number of routes received from 
a BGP peer exceeds a BGP speaker's prefix limit, a peering 
session between the BGP speaker and the BGP peer will be 
restarted or any heretofore advertised routes will be discarded. 
This practice results in overhead costs, such as unnecessary 
processing, network bandwidth usage and network service 
disruption to both BGP speakers involved in the peering session. 
The root cause of this problem is the inability of each 
individual BGP speaker to predict the prefix limits on its 
peers, which is an indeterministic condition. The cost of 
restarting the BGP peering session and/or re-advertising the 
route (s) is borne by both the BGP speaker and the BGP peer. 
Therefore, both of them need to assume responsibility in 
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maintaining a stable peering session. Corrective action is 
needed by the offending BGP speaker in maintaining a stable BGP 
peering session. 

Though it has been proposed that new protocol messages be 
introduced to solve this problem, this solution can lead to 
increased processing and undesired complexity in the routing 
protocol. 

In view of the foregoing, it would be desirable to provide 
a technique for route advertisement which overcomes the above- 
described inadequacies and shortcomings. More particularly, it 
would be desirable to provide a technique for prefix limit 
exchange for route advertisement in an efficient and cost 
effective manner. 



SUMMARY OP THE INVENTION 

According to the present invention, a technique for prefix 
limit exchange for route advertisement is provided. In one 
particular exemplary embodiment, the technique may be realized 
as a method for prefix limit exchange for route advertisement. 
The method comprises communicating a prefix limit from a first 
element to a second element, wherein the first element and the 
second element are routing neighbors in a network. The method 
also comprises advertising a plurality of routes from the second 
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element to the first element. The method further comprises 
recording, at the second element, a number of the plurality of 
routes that the second element has advertised to the first 
element. The method additionally comprises suspending route 

5 advertisement from the second element to the first element when 
the number is the same as or greater than the prefix limit. 

In accordance with one aspect of this particular exemplary 
embodiment, the method may further comprise exchanging a prefix 
limit capability between the first element and the second 

0 element. 

In accordance with another aspect of this particular 
exemplary embodiment, the method may also comprise recording, at 
the second element, at least one route withdrawal to the first 
element. The method may further comprise updating, based on the 
at least one route withdrawal, the number of the plurality of 
routes that the second element has advertised to the first 
element. The method may additionally comprise resuming the 
route advertisement from the second element to the first 
element . 

In accordance with yet another aspect of this particular 
exemplary embodiment, the method may further comprise 
communicating an increased prefix limit from the first element 
to the second element without resetting a peering session 
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between the first element and the second element, and resuming 
the route advertisement from the second element to the first 
element until the number of the plurality of routes that the 
second element has advertised to the first element is the same 
as or greater than the increased prefix limit. 

In accordance with still another aspect of this particular 
exemplary embodiment, the method may further comprise 
communicating a decreased prefix limit from the first element to 
the second element without resetting a peering session between 
the first element and the second element, and suspending the 
route advertisement from the second element to the first element 
when the number of the plurality of routes that the second 
element has advertised to the first element is the same as or 
greater than the decreased prefix limit. 

In accordance with a further aspect of this particular 
exemplary embodiment, the method may also comprise subjecting 
the plurality of routes to one or more route filters negotiated 
between the first element and the second element. 

In accordance with a still further aspect of this 
particular exemplary embodiment, the first element and the 
second elements may be routing neighbors in a network 
implementing Border Gateway Protocol (BGP) . 

In accordance with another exemplary embodiment, the 
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technique may be realized as at least one signal embodied in at 
least one carrier wave for transmitting a computer program of 
instructions configured to be readable by at least one processor 
for instructing the at least one processor to execute a computer 
5 process for performing the method as recited above. 

In accordance with yet another exemplary embodiment, the 
technique may be realized as at least one processor readable 
carrier for storing a computer program of instructions 
configured to be readable by at least one processor for 
0 instructing the at least one processor to execute a computer 
process for performing the method as recited above. 

In accordance with still another exemplary embodiment, the 
technique may be realized by a system for prefix limit exchange 
for route advertisement. The system comprises means for 
communicating a prefix limit from a first element to a second 
element, wherein the first element and the second element are 
routing neighbors in a network. The system also comprises means 
for advertising a plurality of routes from the second element to 
the first element. The system further comprises means for 
recording, at the second element, a number of the plurality of 
routes that the second element has advertised to the first 
element. The system additionally comprises means for suspending 
route advertisement from the second element to the first element 
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when the number is the same as or greater than the prefix limit. 

In accordance with one aspect of this particular exemplary 
embodiment, the system may further comprise means for exchanging 
a prefix limit capability between the first element and the 
second element. 

In accordance with another aspect of this particular 
exemplary embodiment, the system may also comprise means for 
recording, at the second element, at least one route withdrawal 
to the first element. The system may further comprise means for 
updating, based on the at least one route withdrawal, the number 
of the plurality of routes that the second element has 
advertised to the first element. The system may additionally 
comprise means for resuming the route advertisement from the 
second element to the first element. 

In accordance with yet another aspect of this particular 
exemplary embodiment, the system may further comprise means for 
communicating an increased prefix limit from the first element 
to the second element without resetting a peering session 
between the first element and the second element, and means for 
resuming the route advertisement from the second element to the 
first element until the number of the plurality of routes that 
the second element has advertised to the first element is the 
same as or greater than the increased prefix limit. 
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In accordance with still another aspect of this particular 
exemplary embodiment, the system may further comprise means for 
communicating a decreased prefix limit from the first element to 
the second element without resetting a peering session between 
5 the first element and the second element, and means for 

suspending the route advertisement from the second element to 
the first element when the number of the plurality of routes 
that the second element has advertised to the first element is 
the same as or greater than the decreased prefix limit. 

10 In accordance with a further aspect of this particular 

exemplary embodiment, the system may also comprise means for 
subjecting the plurality of routes to one or more route filters 
negotiated between the first element and the second element. 
In accordance with a still further aspect of this 

15 particular exemplary embodiment, the first element and the 
second elements may be routing neighbors in a network 
implementing Border Gateway Protocol (BGP) . 

The present invention will now be described in more detail 
with reference to exemplary embodiments thereof as shown in the 

20 accompanying drawings. While the present invention is described 
below with reference to exemplary embodiments, it should be 
understood that the present invention is not limited thereto. 
Those of ordinary skill in the art having access to the 

57983.000154 WASHINGTON 373350vl g 



Patent Application 
Attorney Docket No.: 57983.000154 
Client Reference No.: 16045BAUS02U 

teachings herein will recognize additional implementations, 
modifications, and embodiments, as well as other fields of use, 
which are within the scope of the present invention as disclosed 
and claimed herein, and with respect to which the present 
invention could be of significant utility. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order to facilitate a fuller understanding of the 
present invention, reference is now made to the accompanying 
drawings, in which like elements are referenced with like 
numerals. These drawings should not be construed as limiting 
the present invention, but are intended to be exemplary only. 

Figure 1 is a flow chart illustrating an exemplary method 
for prefix limit exchange for route advertisement in accordance 
with the present invention. 

Figure 2 is a flow chart illustrating another exemplary 
method for prefix limit exchange for route advertisement in 
accordance with the present invention. 

Figure 3 is a block diagram illustrating an exemplary 
system for prefix limit exchange for route advertisement in 
accordance with the present invention. 
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DETAILED DESCRIPTION OP EXEMPLARY EMBODIMENT (S) 

In the detailed description set forth below, prefix limit 
exchange processes between two BGP routing neighbors are shown 
as exemplary embodiments of the present invention. However, it 
should be appreciated by those skilled in the relevant art that 
the technique for prefix limit exchange for route advertisement 
in accordance with the present invention applies to any number 
of network elements in any routing schemes or protocols. 

Further, since route advertisement and prefix limit 
exchange are typically bilateral and somewhat symmetric 
processes between two BGP routing neighbors, for illustrative 
purposes, the following description will only focus on a 
situation where only one of them advertises routes and the other 
only receives routes. To clearly distinguish the roles of these 
two BGP routing neighbors, the one that advertises routes is 
referred to as "BGP speaker" and the other that receives routes 
is referred to as "BGP receiver". It should be noted that the 
present invention applies when both of the BGP routing neighbors 
advertise and receive routes. 

Referring to Figure 1, there is shown a flow chart 
illustrating an exemplary method for prefix limit exchange for 
route advertisement in accordance with the present invention. 
The exemplary method starts at step 100. 
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At step 102, a BGP peering session may be started between 
two BGP routing neighbors. As mentioned above, they will be 
referred to as a "BGP speaker" and a "BGP receiver" in the 
following description. During the establishment of the peering 
session, the BGP speaker and the BGP receiver may exchange 
configured prefix limits. For the purpose of the following 
illustration, particularly the prefix limit of the BGP receiver 
is communicated to the BGP speaker. 

A prefix limit is defined as the maximum number of routes 
that a particular BGP routing element can handle. In Border 
Gateway Protocol (BGP) , a route is a unit of information that 
pairs a destination (typically identified by an IP address) with 
the attributes of a path to that destination. The routes are 
advertised, in BGP UPDATE messages, to instruct each BGP routing 
element where to direct a packet of information sent between 
neighboring gateways. If a previously advertised route becomes 
unavailable, it may be advertised in the WITHDRAWN ROUTES field 
of an UPDATE message. If a BGP routing element chooses to 
advertise a route, it may add to or modify the path attributes 
of the route before advertising it to a peer. Due to system 
resource capacities and sometimes due to human-imposed 
limitations, each BGP routing element is usually configured to 
handle up to a certain number of routes. If its prefix limit is 
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exceeded, error (s) will occur. 

The prefix limit of the BGP receiver may be communicated to 
the BGP speaker in a number of ways. For example, in Border 
Gateway Protocol, the prefix limit may be encoded as an Optional 
Capability Parameter in an OPEN message with which the BGP 
receiver advertises its capabilities. If the BGP speaker does 
not support the capability of prefix limit, it may send a 
NOTIFICATION message with an appropriate error code and sub- 
code. The BGP receiver may then re-initiate the peering session 
without this capability. If the BGP speaker does support the 
capability of prefix limit exchange, it may store the 
information of the prefix limit of the BGP receiver. 

At step 104, the BGP speaker may advertise routes to the 
BGP receiver. The BGP speaker may select, from the routes it 
has received and stored, the routes for advertisement to the BGP 
receiver in a number of ways. For example, the BGP speaker may 
follow a pre-configured policy to process the routes it receives 
on a first-come-first-served basis. That is, those routes that 
come in first may be advertised first. In addition, if the BGP 
receiver has negotiated with the BGP speaker one or more route 
filters to indicate its preferred routes, the BGP speaker may 
subject the route advertisement to the negotiated route filters. 
This may ensure that the BGP receiver gets the route (s) it 
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prefers within its advertised prefix limit. 

At step 106, the BGP speaker may record the number of 
routes it has effectively advertised to the BGP receiver. The 
advertised routes may include both feasible routes and route 
withdrawals that are typically encoded in an UPDATE message. 
Each time the BGP speaker advertises route (s) to the BGP 
receiver, the number may be updated. For example, if a feasible 
route is advertised, the number may be incremented. If a 
withdrawn route is advertised, the number may be decremented. 

At step 108, it may be determined if the prefix limit of 
the BGP receiver has been reached. If the number of routes 
advertised to the BGP receiver is the same or greater than its 
prefix limit, the process may proceed to step 110. Otherwise, 
the process may loop back to step 104 where more routes may be 
advertised to the BGP receiver. 

At step 110, since the prefix limit of the BGP receiver has 
been reached, the BGP speaker may suspend route advertisement to 
the BGP receiver. When the prefix limit is reached, the BGP 
speaker's announce policy to the BGP receiver may be changed to 
"stop/deny". Also, certain alarms may be raised by the BGP 
speaker and/or the BGP receiver to alert their respective 
operators or administrators of the situation so that mutually 
agreed actions may be taken. 
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During the suspension, it may be determined, at step 112, 
whether there is any route withdrawal to the BGP receiver. If 
there is no route withdrawal, the suspension of route 
advertisement may be maintained. If there is at least one route 
withdrawal to the BGP receiver, the BGP speaker may 
automatically record it, at step 114, and restore the announce 
policy to a previous configuration. Then the process may loop 
back to step 104 where additional route (s) may be advertised. 

The exemplary method ends at step 116. 

As described above, by exchanging a prefix limit between 
two routing neighbors and subjecting the subsequent route 
advertisement to the conditions of the prefix limit, restarting 
of the peering session or re-advertising of any discarded routes 
may be avoided. This is achieved without the need of adding any 
new messages to the protocol. 

Referring to Figure 2, there is shown a flow chart 
illustrating another exemplary method for prefix limit exchange 
for route advertisement in accordance with the present 
invention. In connection with Figure 2, exemplary processing 
steps in an event of a prefix limit change are described. 

At step 200, the prefix limit of the BGP receiver may be 
changed. The prefix limit configuration may have been changed 
for a number of reasons. For example, system hardware and 
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software of the BGP receiver may have been modified or upgraded 
therefore its processing capacity may have changed. Or 
■customers of the internet service provider (ISP) may be paying 
more or less for the routing service. As a result of different 
factors, the prefix limit of the BGP receiver may have increased 
or decreased. 

At step 202, the BGP receiver may dynamically communicate 
the changed prefix limit to the BGP speaker without restarting 
the BGP peering session. For example, this may be accomplished 
by encoding the changed value as an Optional Capability 
Parameter in an OPEN message. 

At step 204, it may be determined whether the prefix limit 
has been increased. 

If the prefix limit has indeed been increased, the BGP 
speaker may, at step 206, resume the previously suspended route 
advertisement, if any, to the BGP receiver. If the route 
advertisement has not been suspended due to a previously reached 
prefix limit, the BGP speaker may take a note of the increased 
prefix limit, continue processing the routes at step 208, and 
then move on to step 210. 

If it is .determined at step 204 that the prefix limit has 
been decreased, the process will proceed directly to step 210. 
At step 210, it may be determined whether the changed 
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prefix limit of the BGP receiver has been reached. If the 
number of routes the BGP speaker has advertised to the BGP 
receiver is the same or greater than the changed prefix limit, 
the BGP speaker may suspend the route advertisement at step 212. 
If the changed prefix limit has not yet been reached, the BGP 
speaker may continue advertising routes to the BGP receiver at 
step 208 until such limit is reached. 

It should be noted that the communication of a changed 
prefix limit and any subsequent actions do not require the BGP 
session to be restarted or reset. Therefore, a change of prefix 
limit in accordance with the present invention will not disrupt 
network services. 

Referring to Figure 3, there is shown a block diagram 
illustrating an exemplary system for prefix limit exchange for 
route advertisement in accordance with the present invention. 
The exemplary system comprises a Routing Element A 302 and a 
Routing Element B 304 that are two routing neighbors in a 
Network 300. Network 300 may be a computer and/or 
communications network that comprises a plurality of network 
elements, of which only Routing Element A and Routing Element B 
are shown in Figure 3. Routing Element A and Routing Element B 
may each be a router, processor or network server that has 
communication means, storage means and processing means. There 
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may be a network connection 306 between Routing Element A and 
Routing Element B. When a peering session is set up between 
these two routing neighbors. Routing Element A may communicate 
its own prefix limit to Routing Element B. Routing Element B 
may record that prefix limit and then start advertising routes 
to Routing Element A. At the same time, Routing Element B may 
record a number of effective routes it has advertised to Routing 
Element A. A feasible route may increment the number and a 
withdrawn route may decrement the number. When the prefix limit 
is reached. Routing Element B may suspend the route 
advertisement to Routing Element A. If there comes a route 
withdrawal to Routing Element A, the route advertisement may be 
resumed. If the prefix limit of Routing Element A is changed, 
it may be communicated to Routing Element B and appropriate 
actions may be taken in response to the change, as exemplarily 
described in connection with Figure 2. 

At this point it should be noted that the technique for 
prefix limit exchange for route advertisement in accordance with 
the present invention as described above typically involves the 
processing of input data and the generation of output data to 
some extent. This input data processing and output data 
generation may be implemented in hardware or software. For 
example, specific electronic components may be employed in a 
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computer and/or communications network or similar or related 
circuitry for implementing the functions associated with prefix 
limit exchange for route advertisement in accordance with the 
present invention as described above. Alternatively, one or 
more processors operating in accordance with stored instructions 
may implement the functions associated with prefix limit 
exchange for route advertisement in accordance with the present 
invention as described above. If such is the case, it is within 
the scope of the present invention that such instructions may be 
stored on one or more processor readable carriers (e.g., a 
magnetic disk) , or transmitted to one or more processors via one 
or more signals. 

The present invention is not to be limited in scope by the 
specific embodiments described herein. Indeed, other various 
embodiments of and modifications to the present invention, in 
addition to those described herein, will be apparent to those of 
ordinary skill in the art from the foregoing description and 
accompanying drawings. Thus, such other embodiments and 
modifications are intended to fall within the scope of the 
following appended claims. Further, although the present 
invention has been described herein in the context of a 
particular implementation in a particular environment for a 
particular purpose, those of ordinary skill in the art will 
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recognize that its usefulness is not limited thereto and that 
the present invention can be beneficially implemented in any 
number of environments for any number of purposes. Accordingly, 
the claims set forth below should be construed in view of the 
full breath and spirit of the present invention as disclosed 
herein. 
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